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1.
V.

Plan of the lecture

INTRODUCTION

Networks: definitions, statistical characterization
Real world networks

DYNAMICAL PROCESSES

Resilience, vulnerability
Random walks

Epidemic processes
(Social phenomena)
Some perspectives



Robustness

Complex systems maintain their basic functions
even under errors and failures
(cell = mutations; Internet — router breakdowns)
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Case of Scale-free Networks
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Random failure f, =1 2<7y <3)

Attack =progressive failure of the most
connected nodes f, <1
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Failures vs. attacks
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Failures = percolation

f=fraction of p=probability of a

nodes removed ¢ p=1-f j> node to !oe

because of failure present In a
percolation
problem

Question: existence or not of a giant/percolating cluster,
i.e. of a connected cluster of nodes of size O(N)
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Percolation in complex networks

g=probability that a randomly chosen link
does not lead to a giant percolating
cluster

=Y kP (k) 1
(k)
k
% \ Proba that none of the

outgoing k-1 links leads
to a giant cluster

Average over |

degrees Proba that the link leads

to a node of degree k

NB: uncorrelated random networks



Percolation in complex networks

g=probability that a randomly chosen link does not lead
to a giant percolating cluster

7= F(q),with Flg) = % S kP(k)gt!
F(0) > 0, F(1) =
(q), I'"(q) > 0

tF(q)
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Percolation in complex networks

g=probability that a randomly chosen link does not lead
to a giant percolating cluster

q = F(q), with F(q) = % ka(k)qk—l
k

F'(1)>1 < (k%) > 2(k)

“Molloy-Reed” criterion for the existence
of a giant cluster in a random uncorrelated network



Back to random failures

Initial network: P,(k), (k),, (k?),
After removal of fraction f of nodes: Py(k), (K);, (k?);

Node of degree k, becomes of degree k with proba

Cr, (1= f)Ffrot

b Py(k) = ) Po(ko)Cy, (1 — f)Ff**

ko



Back to random failures

Initial network: P,(k), (K)o, (k2),
After removal of fraction f of nodes: P;(k), { k);, (k?),

(k)= (- £k}
K2y, = (1— 12620 + F(1— £)(k)a

.

Molloy-Reed criterion:

C existence of a giant cluster iff (k%) ; > 2(k) ;
. (K)o
> fe,with|f. =1 —
P2 e = T, — o

<k2>0 — 00 - . — 1 4mm) Robustness!!!




Finite-size effects

Finite number of nodes N
— Finite cut-off for P(k)
— Finite k = (k%) / (k)

Example: scale-free network, min. degree m, P(k) = ck™" k=m,m+1,...,k.(N)

Cut-off k.(IV) defined by

N P(k)dk = 1
ke ()

ko(N) = mNY/ =D

(K2) 27 k(NP —mP

f{,:—:—

k) ~ 3= kNP> —mZ




Finite-size effects

Example: scale-free network, min. degree m, P(k) =ck™ k=m,m+1,...k.(N)

_ 1/(v—1)
kc(N) =mN <k2> 2 _ v kC(N)S—'y . m3—’y

kC:ZZ (kY 33— ke (N)?=7 —m?=
y—-2 -
Yy>3: kK~ ——m finite => f finite
f'}/_

3 —
forl-"—5 —m k(NP — 1

2<y<3:

Ex: N=1000, m=1, y=2.5
=> K, =100, f, = 0.9



Attacks: various strategies

Most connected nodes
Nodes with largest betweenness

Removal of links linked to nodes with
large k

Removal of links with largest
betweenness

Cascades



Attacks: most connected nodes

Removal of a fraction f of nodes, such that
these nodes are the most connected ones:

Implicit equation defining the largest degree after removal::

f= > Pk

k=ke (f)+1

=> Modification of the degree distribution of the remaining nodes



Attacks: most connected nodes

Removal of a fraction f of nodes, such that
these nodes are the most connected ones

Modification of the degree distribution of the remaining nodes:

Probability that a neighbor of a given node has been removed=

probability that the neighbor has degree > k (f) =

(= Yy MW

(in a random uncorrelated network)



Attacks: most connected nodes

Removal of a fraction f of nodes, such that
these nodes are the most connected ones
Remaining network=
Cut-off k (f)

*Random removal with proba r(f)

Molloy-Reed criterion => threshold f, at which the giant component disappears

1
T(fc) =1 li(fc)—l

k (fc) kQP(k)
k (fc) kP (k)

K’(fc) —




Attacks: most connected nodes

Example: scale-free network, min. degree m P(k) =ck™"

oo

f= > PH) = ke(f) =mfl/UTY

m3~7

N kP(K) Loy /(1-n 2 —~ ke(f)>7 —

k=ke(f)+1
1
r(fe) =1—
(e (fe) — 1
% F2=1/0=) ~2+2;m(f(3 /(=) _ 1)
3— 7




Attacks: most connected nodes

Example: scale-free network, min. degree m P(k) =ck™"

2
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Betweenness

—measures the “centrality” of a node i:

for each pair of nodes (I,m) in the graph,
there are

o'm shortest paths between | and m
oM shortest paths going through i

b. is the sum of /™/ ¢'™ over all pairs (I,m)

i b, 1s large
J b; is small



Attacks: other strategies

* Nodes with largest betweenness

 Removal of links linked to nodes with large
K

 Removal of links with largest betweenness
« Cascades

* ... Problem of reinforcement ?

P. Holme et al (2002); A. Motter et al. (2002);
D Watte. PNAS (2002): Dall’ Asta et al. (2006).



